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News from the Lab

* 40 people solved Challenge 1.
Good job

« Challenge 2 will be announced today at 11am
(after the lecture)




A little "hacking” of our OWN

We started a password cracker (john)

Following dictionary-based password was cracked
(overnight) -- shame shame :-}
— fuckyou, abdulla
— 2 out of the 26 who changed their password (almost 8%)
— This is a security class !!!

(imagine the situation in a typical companyj)

Conclusion: Some people haven’t understood first
lecture

— Account has been suspended (send us an e-mail to
reactivate and reset the password ;-))
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Web Application Security

When an organization puts up a web application, they invite
everyone to send them HTTP requests.

Attacks buried in these requests sail past firewalls without notice
because they are inside legal HT TP requests.

Even “secure” websites that use SSL just accept the requests
that arrive through the encrypted tunnel without scrutiny.

This means that your web application code is part of your
security perimeter!




Web Application Security

* The security issues related to the Web are not new.

In fact, some have been well understood for decades.

— For a variety of reasons, major software development projects are
still making these mistakes and jeopardizing not only their
customers’ security, but also the security of the entire Internet.

— There is no “silver bullet” to cure these problems. Today’s
assessment and protection technology is improving, but can
currently only deal with a limited subset of the issues at best.

— To address the security issues, organizations will need to change
their development culture, train developers, update their software

development processes, and use technology where appropriate.




Why it is important

Easiest way to compromise hosts, networks and users
Widely deployed

No Logs! (POST Request payload)

Difficult to defend against or to detect

Firewall? What firewall? | don’t see no firewall...
Encrypted transport layer does not help much

How much easier can it get !?
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HTTP and Web Application Basics

« All HTTP transactions follow the same general format. Each
client request and server response has three parts:

— the request or response line
— the header section
— the entity body
* The client initiates a transaction as follows:
— GET /index.html?param=value HTTP/1.0

« After sending the request and headers, the client may send
additional data.
— This data is mostly used by CGI programs using the POST
method

— Note that for the GET method, the parameters are encoded
into the URL




HyperText Transfer Protocol (HTTP)

> nc www.iseclab.org 80
GET /index.html HTTP/1.1

HOST: www.iseclab.org

HTTP/1.1 200 OK

Date: Sun, 29 Mar 2009 09:28:06 GMT

Server: Apache/2.2.8 (Ubuntu) mod_python/3.3.1 Python/2.5.2 PHP/
5.2.4-2ubuntu5.5 with Suhosin-Patch mod_ssl/2.2.8 OpenSSL/0.9.8g
Last-Modified: Wed, 25 Mar 2009 19:20:22 GMT

ETag: "4c072-4d82-465f664106980"

Accept-Ranges: bytes

Content-Length: 19842

Content-Type: text/html

<IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN">
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HTTPS

« Combination of HTTP and SSL (or TLS)

* Encrypt the communication
— Protect against eavesdropping

— Protect from man in the middle attacks (provided that the
server certificate is verified and trusted)

— Used to protect the user authentication
— Bypass IDS/IPS

* Does not protect from attacks against web applications
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Dynamic Pages

Allows easy implementation of functionality (also for
non-programmers — Think: Is this good?)

Example scripting languages are Perl (e.g., used in
the InetSec challenges), Python, ASP, JSP, PHP

Scripts are installed on the Web server and return
HTML as output that is then sent to the client

Template engines are often used to power Web sites
— E.g., Cold Fusion, Cocoon, Zope (see TUWIS)
— These engines often support/use scripting languages
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Web Application Example

« Objective: To write an application that accepts a
username and password and prints (displays) them
— First, we write HTML code and use forms

<html><body>

<form action="/scripts/login.pl” method=“post”>

Username: <input type=“text” name="“username”> <br>
Password: <input type=“password” name=“password”> <br>
<input type=“submit” value=“Login” name="“login’’>

</form>

</body></html|>
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Web Application Example 2

« Second, here is the corresponding Perl script that
prints the username and password passed to it:

#!/usr/local/bin/perl

uses CGl;

$query = new CGI;

$username = $query->param(“username”);

$password = $query->param(“password”);

print “<html><body> Username: $username <br>

Password: $password <br>

</body></htm|>*;
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Know Your Audience / Enemy

* The potential audience of a web application includes
the typical human being

— However, there may be automated, “bad” clients as well

* Even Intranet applications must take these threats

iInto consideration because e-mails containing HTML
could be sent

— Malicious content delivered through Web browsing can

compromise or hijack intranet client nodes and cause them
to attack an intranet web application
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Web Application Security
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OWASP

 The Open Web Application Security Project
(

— OWASP is a worldwide open community dedicated to help
organizations understand and improve the security of their
web applications and web services

— Publish the The Top Ten vulnerability list

» Most critical web application security flaws

» Created to point corporations and government agencies to the
most serious of these vulnerabilities

— Provide updated Development, Code Review, and Testing
guides
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Top 10 (2007)
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Cross Site Scripting (XSS)
Injection Flaws
Malicious File Execution
Insecure Direct Object Reference
Cross Site Request Forgery
Information Leakage and Improper Error Handling
Broken Authentication and Session Management
Insecure Cryptographic Storage
Insecure Communications
OFailure to Restrict URL Access
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Top 10

« Cross Site Scripting (XSS)

— The web application can be used as a mechanism to transport
an attack to an end user’s browser

— XSS allows attackers to execute script in the victim's browser
which can hijack user sessions, deface web sites, possibly
introduce worms, etc

 Injection Flaws (SQL injection in particular)
— Injection occurs when user-supplied data is sent to an
interpreter as part of a command or query.

— The attacker's hostile data tricks the interpreter into executing
unintended commands or changing data.
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Top 10

 Malicious File Execution

— Code vulnerable to remote file inclusion (RFI) allows attackers
to include hostile code and data, often leading to a total server
compromise

— Malicious file execution attacks affect PHP, XML and any
framework which accepts filenames or files from users

« Insecure Direct Object Reference

— A direct object reference occurs when a developer exposes a
reference to an internal implementation object, such as a file,
directory, database record, or key, as a URL or form
parameter.

— Attackers can manipulate those references to access other
objects without authorization.
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Top 10

« Cross Site Request Forgery (CSRF)

— A CSREF attack forces a logged-on victim's browser to send a
pre-authenticated request to a vulnerable web application

« Information Leakage and Improper Error Handling

— Applications can unintentionally leak information about their
configuration, internal workings, or violate privacy through a
variety of application problems.

— Attackers use this weakness to steal sensitive data, or
conduct more serious attacks.
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Top 10

« Broken Authentication and Session Management

— Account credentials and session tokens are often
not properly protected.

— Attackers compromise passwords, keys, or authentication
tokens to assume other users' identities.

* Insecure Cryptographic Storage

— Web applications rarely use cryptographic functions properly
to protect data and credentials.

— Attackers use weakly protected data to conduct identity theft
and other crimes, such as credit card fraud.
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Top 10

Insecure Communications

— Applications frequently fail to encrypt network traffic when it is
necessary to protect sensitive communications.

Failure to Restrict URL Access

— Frequently, an application only protects sensitive functionality
by preventing the display of links or URLs to unauthorized
users.

— Attackers can use this weakness to access and perform
unauthorized operations by accessing those URLs directly.
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A Common Root for Many Problems

« Web applications use input from HTTP requests (and
occasionally files) to determine how to respond

— Attackers can tamper with any part of an HTTP request,

including the URL, query string, headers, cookies, form
fields, and hidden fields, to try to bypass the site’s security
mechanisms

— Common input tampering attempts include XSS, SQL
Injection, hidden field manipulation, buffer overflows, cookie
poisoning, hidden field manipulation, remote file inclusion...

« Some sites attempt to protect themselves by filtering
known malicious input

— Problem:
there are many different ways of encoding information
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Unvalidated Input

« A surprising number of web applications use only
client-side mechanisms to validate input

— Client side validation mechanisms are easily bypassed,

leaving the web application without any protection against
malicious parameters

« How to determine if you are vulnerable?

— Any part of an HTTP request that is used by a web
application without being carefully validated is known as a
“tainted” parameter.

— The simplest way: to have a detailed code review, searching

for all the calls where information is extracted from an HTTP
request
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Unvalidated Input

* How to protect yourself?

— The best way to prevent parameter tampering is to ensure that all
parameters are validated (on server side) before they are used.

— A centralized component or library is likely to be the most effective.

The code performing the checking should be all in one place
because scattered code is difficult to maintain

« Parameters should be validated against a “positive”
specification that defines:

— Data type (string, integer, real, etc...); Allowed character set;
Minimum and maximum length; Whether null is allowed; Whether
the parameter is required or not; Whether duplicates are allowed;
Numeric range; Specific legal values (enumeration); Specific
patterns (regular expressions)
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Injection Flaws
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Injection Overview

 Many webapp invoke interpreters
— SQL
— Shell command
— Sendmail
— LDAP

 Interpreters execute the commands specified by the
parameters or input data

— If the parameters are under control of the user and are not
properly sanitized, the user can inject its own commands in
the interpreter
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SQL Injections

SQL injection is a particularly widespread and
dangerous form of injection attack that consists in
injecting SQL commands into the database engine
through an existing application
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Relational Databases

A relational database contains one or more tables
— Each table is identified by a name
— Each table has a certain number of named columns

« Tables contain records (rows) with data

* For example, the following table (called "users")
contains data distributed in three rows

userlD Name LastName Login Password
1 John Smih jsmith hello
2 Adam Taylor adamt gwerty
3 Daniel Thompson | dthompson | dthompson
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SQL

« SQL (Structured Query Language) is a language to
access databases

« SQL can:

— Queries the content of a database
— Retrieve data from a database
— Insert/Delete/Update records in a database

« SQL is standard (ANSI and ISO) but most DBMS
implement the language in a different way, providing
their own proprietary extensions in addition to the
standard
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SQL

* To extract the last name of a user from the previous
table:

mysql> SELECT LastName FROM users WHERE UserID = 1;

1 row in set (0.00 sec]
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SQL Injections

« To exploit a SQL injection flaw, the attacker must find
a parameter that the web application uses to
construct a database query

» By carefully embedding malicious SQL commands
into the content of the parameter, the attacker can
trick the web application into forwarding a malicious
query to the database

* The consequences are particularly damaging, as an
attacker can obtain, corrupt, or destroy database
contents
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SQL Injections

* |tis not a DB or web server problem
It is a flaw in the web application!
— Many programmers are still not aware of this problem
— Alot of the tutorials & demo “templates” are vulnerable

— Even worse, a lot of solutions posted on the Internet are not
good enough
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Simple SQL Injection Example

* Perl script that looks up username and password:

$query = new CGl;
$username = $query->param(“username”);

$password = $query->param(“password”);

$sql_command = “select * from users where
username=‘$Susername’ and password=‘$password’”;

$sth = $dbh->prepare($sql_command)
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Simple SQL Injection Example

 |If the user enters a ' (single quote) as the password,
the SQL statement in the script would become:

— select * from users where
username=" and password ="

— An SQL error message would be generated

 [f the user enters (injects): ' or username='john as the
password, the SQL statement in the script would
become:

— select * from users where username="
and password =" or username= 'john’

— Hence, a different SQL statement has been injected than what
was originally intended by the programmer!
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Obtaining Information using Errors

* Errors returned from the application might help the
attacker (e.g., ASP — default behavior)

— Username: ' union select sum(id) from users--

Microsoft OLE DB Provider for ODBC Drivers error '80040e14' [Microsoft]
[ODBC SQL Server Driver][SQL Server]Column 'users.id' is invalid in the

select list because it is not contained in an aggregate function and there is
no GROUP BY clause.

/process_login.asp, line 35

» Make sure that you do not display unnecessary
debugging and error messages to users.

— For debugging, it is always better to use log files
(e.g., error log).
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Some SQL Attack Examples

« ...;Insert into user values(“user”,"n4x0r");
— Attacker inserts a new user into the database

« select *... ; drop table SensitiveData;

— Appending “;” character does not work for all databases.
Might depend on the driver (e.g., MySQL)

« The attacker could use “stored procedures” (e.g., in SQL Server)
— xp_cmdshell()
— “bulk insert” statement to read any file on the server
— e-mail data to the attacker’s mail account
— Play around with the registry settings
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Advanced SQL Injection

« Web applications will often escape the ‘ and “
characters (e.g., PHP).

— This will prevent most SQL injection attacks... but there
might still be vulnerabilities

 In large applications, some database fields are not
strings but numbers. Hence, ‘ or “ characters not
necessary (e.g., ... where id=1}

« Attacker might still inject strings into a database by
using the “char” function (e.g., SQL Server):
— insert into users values(666,char(0x63)+char(0x65)...)
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Blind SQL Injection

« A typical countermeasure is to prohibit the display of
error messages. But, is this enough?

— No, your application may still be vulnerable to blind SQL
injection
« Let's look at an example. Suppose there is a news
site
— Press releases are accessed with pressRelease.jsp?id=5
— An SQL query is created and sent to the database:
select title, description FROM pressReleases where id=5;
— Any error messages are smartly filtered by the application
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Blind SQL Injection

 How can we inject statements into the application and
exploit it?
— We do not receive feedback from the application so we can
use a trial-and-error approach
— First, we try to inject pressRelease.jsp?id=5 AND 1=1

— The SQL query is created and sent to the database:
select title, description FROM pressReleases where id=5
AND 1=1

— If there is an SQL injection vulnerability, the same press
release should be returned

— If input is validated, id=5 AND 1=1 should be treated as
value
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Blind SQL Injection

* When testing for vulnerability, we know 1=1 is always
true
— However, when we inject other statements, we do not have
any information
— What we know: If the same record is returned, the statement
must have been true

— For example, we can ask server if the current user is “h4x0r”:
pressRelease.jsp?id=5 AND user_name()="n4x0r’

— By combining subqueries and functions, we can ask more
complex questions (e.g., extract the name of a database
character by character)
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Blind SQL Injection

 Attacker must find:
— True WHERE clauses (e.g., id=1 and 1=1)
— False WHERE clauses (e.g. id=1 and 1=2)

« Even though the program doesn’t return any visible
data, the behavior can be different

— Different content/page structure
— Different response time

« |f any difference exists, the attacker can extract all

information from the database by performing a binary
search

— id=1 and 100>(ASCII(Substring(user(),1,1)))
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Time-based Blind SQL Injection

 If the “True page” and the “False page” are exactly the
same, the attacker can still exploit time differences

between different queries
 One way to do it, it is by explicitly slow down part of the
query
« Example (MySQL)
— 'or 1=2 or sleep(2)--
— "or 1=1 or sleep(2)--
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Second Order SQL Injection

« SQL is injected into an application, but the SQL
statement is invoked at a later point in time
— e.g., Guestbook, statistics page, etc.

« Even if application escapes single quotes, second
order SQL injection might be possible

— Attacker sets user name to: john’--, application safely

escapes value to john”— (-- is used for expressing comments
in SQL Server)

— At a later point, attacker changes password (and “sets” a
new password for victim john):

« update users set password= ... where database handle
(“username”)=‘john’--*
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Exploit of a Mom (xkcd)

HI, THIS 1S

YOUR SON'S SCHOOL.

WERE HAVING SOME
COMPUTER TROUBLE.

\%m

OH, DEAR - DID HE
BREAK SOMETHING?

IN A WAY

%4

DID YOU REALLY
NAME YOUR SON
Robert'); DROP
TABLE Stwdents;-~ 7

~OH.YES. UTTLE
BOBBY TABLES,
WE CALL HIM.

WELL, WE'VE LOST THIS
YEARS STUDENT RECORDS.
I HOPE YOURE HAPPY.

!

AND I HOPE
- YOUVE LEARNED
t TOSANMZE YOUR
DATARASE INPUTS.
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SQL Injection Solutions

 Developers must never allow client-supplied data to
modify SQL statements
— Best protection is to isolate application from SQL ;-)
— Limit database permissions

— Use either prepared statements or stored procedures to
compile SQL statements before user input is added
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Stored Procedures

« A stored procedure is a procedure (like a subprogram in

a regular computing language) that is stored in the
database

* The first step is to take the SQL statements out of the
web application and into DB
CREATE PROCEDURE getPressRelease @id integer

AS SELECT title, description FROM pressReleases
WHERE Id = @id
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Stored Procedures

* Now, in the application, instead of string-building
SQL, call stored procedure:

CallableStatements cs = dbConnection.prepareCall(
“{call getPressRelease(?)}");

cs.setint(1,Integer.parselnt(request.getParameter(“id”)));
ResultSet rs = cs.executeQuery();

 In ASP.NET, there is a similar mechanism
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Prepare Statement

* Prepared statements are the ability to set up a
statement once, and then execute it many times with
different parameters.

« They are designed to replace building ad hoc query
strings, and do so in a more secure and efficient
manner

 Example:

$sth = $dbh->prepare("SELECT title, description FROM
pressReleases
WHERE Id = ?;");

$sth->execute($id);
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Broken Authentications
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Discovering “clues” in HTML code

« Developers are notorious for leaving statements like
FIXME's, Code Broken, Hack, etc... inside the source
code. Always review the source code for any
comments denoting passwords, backdoors, or
something doesn't work right.

« Hidden fields (<input type="hidden®...>) are
sometimes used to store temporary values in Web
pages. These can be changed with ease (Hidden
Field Tampering!)
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Broken Authentication and Session
Management

« Authentication and session management includes all
aspects of handling user authentication and
managing active sessions.

— even solid authentication mechanisms can be undermined
by flawed credential management functions, including

password change, forgot my password, remember my
password, account update, and other related functions.

« Development teams frequently underestimate the
complexity of designing an authentication and

session management scheme that adequately
protects credentials in all aspects of the site.
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Broken Authentication and Session
Management

« HTTP does not provide this capability, so web
applications must create it themselves. Frequently,
the web application environment provides a session
capability

— Many developers prefer to create their own session tokens

— If the session tokens are not properly protected, an attacker
can hijack an active or inactive session and assume the
identity of a user.
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Protection

Only use the inbuilt session management mechanism.
Do not write or use secondary session handlers under any
circumstances!

Do not allow the login process to start from an unencrypted page

Use a timeout period that automatically logs out an inactive
session

Do not rely upon spoofable credentials (IP, DNS, Referrer) as the
sole form of authentication

Do not expose any session identifiers or any portion of valid
credentials in URLs or logs

Be careful of sending secrets to registered e-mail addresses
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Conclusion

In this lecture, we took a first look at “higher-level”
security issues.

— We started with the Web and will continue looking at it next
week.

Now is the time to go and check the Web application
code you wrote :-j

Good luck (and fun ;-)) with Challenge 2.
Next week, we continue looking at web security
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Overview

« Web Application Security (I + Il}
— The Top Ten Web application vulnerability risks
— SQL Injections
— Parameter Injections
— Broken Authentication
— Cross Site Scripting (variants)
— Web-based buffer overflows / mitigation
— Insecure storage
— DoS attacks
— Demos ;-)




